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Liminal Panda compromised multiple telecom providers by targeting their external DNS (eDNS) 

servers, which are integral to the General Packet Radio Service (GPRS) network and facilitate roaming 

between mobile operators. The group gained access through password spraying weak SSH 

credentials, exploiting trust relationships between providers, and leveraging poor security 

configurations.

After gaining initial access, the group deploys a backdoor known as PingPong, which listens for 

inbound magic ICMP echo requests from other compromised telecom providers and establishes a 

TCP reverse shell connection to a remote C2 server on TCP port 53 — the port typically used for DNS — 

in order to disguise their activity as legitimate traffic. To maintain access and evade detection, the 

group adds iptables rules to the eDNS server, ensuring continued SSH access from five other 

compromised telecom providers. They also replace the legitimate iptables binary with a wrapper to 

conceal the created rules from iptables queries.

The group employs a network-scanning and packet-capture utility called CordScan to fingerprint 

networks and extract sensitive subscriber data, including traffic and location information, from 

network elements such as SGSNs, which handle packet-data delivery to and from mobile stations. To 

further evade detection, the group tunnels all C2 communications and data exfiltration over GTP and 

SIGTRAN protocols. Liminal Panda uses the sgsnemu SGSN emulator to establish Packet Data Protocol 

(PDP) context requests for nine pairs of international IMSI/MSISDN numbers, disguising all 

communications as legitimate subscriber data traffic. Additionally, the group employs the 

SIGTRANslator utility, capable of sending and receiving data over the SIGTRAN protocol in an 

encrypted format using the hard-coded XOR key, wuxianpinggu507.

The group targets core telecom infrastructure, including systems that support interconnection such 

as eDNS servers.

The following table maps observed TTPs for Liminal Panda to relevant techniques in the MITRE ATT&CK, 

MITRE FiGHT, and GSMA MoTIF frameworks to provide comprehensive context.

2.3 APT Actions

2.4 Affected Systems/Technology

2.5 Tactics, Techniques, and Procedures (TTPs)

2.3.� �nitial Access and ��ecution

2.3.2 Persistence and �efence ��asion

2.3.3 �isco�ery, 8ollection and ��filtration
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V[�^£�- Create or Modify Syste�

Process

NA

NA

NA

NA

V[[���- Trusted Relationship

V[ZÐ½¼ZZ£�—Local Accounts
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Interconnection Agreements
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Tools
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https://attack.mitre.org/techniques/T1046/
https://fight.mitre.org/techniques/FGT1046/
https://www.gsma.com/solutions-and-impact/technologies/security/wp-content/uploads/2024/04/FS.57-MoTIF-Principles-v1.0.pdf
https://attack.mitre.org/techniques/T1040/
https://attack.mitre.org/techniques/T1048/001/
https://fight.mitre.org/techniques/FGT1040/
https://fight.mitre.org/techniques/FGT1048/
https://www.gsma.com/solutions-and-impact/technologies/security/wp-content/uploads/2024/04/FS.57-MoTIF-Principles-v1.0.pdf
https://attack.mitre.org/techniques/T1059/004/
https://attack.mitre.org/techniques/T1543/
https://attack.mitre.org/techniques/T1199/
https://attack.mitre.org/techniques/T1078/003/
https://fight.mitre.org/techniques/FGT1199.501/
https://fight.mitre.org/techniques/FGT1078.003/
https://www.gsma.com/solutions-and-impact/technologies/security/wp-content/uploads/2024/04/FS.57-MoTIF-Principles-v1.0.pdf
https://attack.mitre.org/techniques/T1562/004/
https://attack.mitre.org/techniques/T1562/001/


Liminal Panda’s operations are highly specialized, targeting global telecom providers to conduct 

signals intelligence (SIGINT) activities, with a primary focus on data disclosure. While the group’s 

primary objective is limited to this type of activity, the following additional threats are feasible on 

compromised networks:

Liminal Panda primarily exploits trust relationships between telecom providers and leverages less-

monitored telecom protocols to evade detection. The following measures are recommended to 

protect against the group’s activities:

Given the high-value nature of telecom networks and the group’s demonstrated expertise, the 

likelihood of future attacks remains significant.

� Configure firewalls at GRX/IPX network edges to allow GTP interconnect traffic only to and from IP 

ranges of authorized roaming partners�

� Configure firewalls at GRX/IPX network edges to allow only GTP-C, GTP-U, and DNS protocols over 

GTP interconnects. Block access to internal OAM network services, such as SSH�

� Enforce a strong password policy for SSH authentication or switch to secure SSH key-based 

authentication.

� Conduct regular security audits to ensure that non-essential services for international roaming are 

not exposed on the GRX/IPX network�

� Deploy continuous signaling security monitoring to detect unauthorized core network activities 

(e.g., GTP/SIGTRAN traffic from eDNS servers) and anomalies in signaling protocols like SIGTRAN and 

GTP to prevent tunneling of C2 traffic�

� Implement endpoint security monitoring for IT network elements that support the core telecom 

network, such as eDNS servers�

� Use out-of-band management channels with dedicated network interfaces for managing 

infrastructure nodes�

� Implement network segmentation to isolate critical systems and apply strict access controls to 

prevent unauthorized lateral movement.

� Subscriber Data Disclosur�

� Frau�

� Subscriber Do�

� Traffic Interceptio�

� Infrastructure Do�

� Infrastructure Disclosure

3.1 Threat Severity

3.2 Likelihood of Occurrence

4.1 Immediate Steps

4.2 Long-term Recommendations

3. Impact Analysis

4. Mitigation
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