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01. Introduction

Where do we begin
On 19 November 2024, CrowdStrike shed light on a newly identified advanced persistent threat 
(APT) group called Liminal Panda, which has compromised at least 13 telecom companies 
since 2020. The group specializes in signals intelligence (SIGINT) operations, a form of 
intelligence gathering that involves intercepting communications or electronic signals to 
extract valuable information.  Leveraging a deep understanding of telecom networks, Liminal 
Panda exploits GRX/IPX interconnections between telecom providers, extracts 
subscriber-related data, and tunnels data through GTP and SS7 protocols to evade detection.

Telecom infrastructures are the critical backbone of modern communication, making them a 
prime target for a wide range of hacker attacks. These attacks range from opportunistic 
ransomware campaigns aimed at quick monetization to sophisticated adversaries seeking to 
infiltrate networks, remain undetected, exfiltrate data, and spread laterally to other peers.
 
Recent cases have demonstrated that attackers now possess an in-depth understanding of 
telecom technologies that were once considered obscure or inherently secure. They leverage 
these methods to gain initial access, bypass defenses, and steal sensitive data, leaving 
significant impacts on operators and their subscribers.
 
This guide aims to provide actionable steps for protecting telecom infrastructures from 
advanced threats. By using real-world examples, such as the recent Liminal Panda case, it 
outlines best practices, mitigation techniques, and detection frameworks designed to secure 
telecom networks against evolving attack vectors.

02

02. Telecom Attack Analysis and 
Mitigation Guide
Based on Liminal Panda Case
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Different hacker groups often have varying goals, distinct toolsets, and their own unique 
methods of operation. This white paper examines the activities of hacker groups exploiting 
telecom protocols, using Liminal Panda as a case study. By leveraging the MITRE ATT&CK® 
(Adversarial Tactics, Techniques, and Common Knowledge) framework, we provide insights 
into how attackers operate and draw conclusions about potential protection measures that 
organizations can implement to defend against similar types of attacks.

Additionally, we reference frameworks such as MITRE FiGHT and GSMA MoTIF to map the 
observed Tactics, Techniques, and Procedures (TTPs) of attackers within a telecom-related 
context.

Liminal Panda compromised multiple telecom providers by targeting their GRX and IPX DNS 
servers. These systems are essential for enabling communication and data exchange 
between mobile network operators, particularly for roaming services. GRX facilitates data 
transfer for older mobile technologies like 2G and 3G, while IPX handles the same for modern 
4G and 5G networks.

The attackers focused on services supported by these servers, including MMS, which allows 
users to send pictures and videos, and IMS, a framework that enables advanced IP-based 
services like VoLTE and video calling. Liminal Panda gained access by performing password 
spraying attacks on weak SSH credentials, exploiting trust relationships between telecom 
providers, and taking advantage of poor security configurations.
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03. Operations and Tactics

3.1.  Initial Access and Execution

Figure 1 – Example of SSH password spraying
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After gaining initial access, the group deploys a backdoor called PingPong. This backdoor is 
designed to listen for specially crafted ICMP echo requests, often referred to as "magic" 
packets, sent from another compromised telecom provider. These requests act as a signal to 
activate the backdoor, which then establishes a reverse TCP shell. This shell connects back to 
a remote Command and Control (C2) server using TCP port 53, a port typically associated 
with DNS traffic. By disguising their activity as legitimate DNS queries, the attackers effectively 
mask their malicious communication. 

3.2.  Persistence, Defense Evasion and C2

Relevant TTPs:

ATT&CK TECHNIQUE FIGHT EQUIVALENT MOTIF EQUIVALENT

T1199 — Trusted Relationship

T1078.003 — Local Accounts FGT1078.003 — Local Accounts

NA

NA

NAT1059.004 — Command and 
Scripting Interpreter: Unix Shell

MOT1199.301 — Exploit 
Interconnection Agreements

FGT1199.501 — Trusted 
Relationship: MNO Roaming 
Partners

Figure 2 - Installing PingPong backdoor
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The group uses a utility called CordScan to scan networks and capture packets, enabling 
them to identify network components and extract sensitive subscriber data, such as traffic 
patterns and location information. They specifically target network elements like SGSNs 
(Serving GPRS Support Nodes). These are critical components of mobile networks responsible 
for managing the flow of data between mobile devices and the core network. SGSNs handle 
tasks like setting up data sessions, routing mobile data packets, and keeping track of the 
location of mobile devices within the network. 

To maintain persistence on the compromised system, the attackers modify the SSH SysVinit 
script, ensuring the backdoor automatically launches whenever the SSH service starts. They 
also implement custom iptables rules on the DNS server, allowing SSH access from five other 
compromised telecom providers. To evade detection further, the group replaces the standard 
iptables binary with a custom-built wrapper. This wrapper conceals the malicious rules, 
making them invisible to regular iptables queries and ensuring their unauthorized access 
remains hidden from system administrators. 

3.3.  Discovery, Collection and Exfiltration

Relevant TTPs:

ATT&CK TECHNIQUE FIGHT EQUIVALENT MOTIF EQUIVALENT

T1543.002 — Create or Modify 
System Process: Systemd Service

T1562.004 — Impair Defenses: 
Disable or Modify System Firewall

NA

NA

NANA

NA

NA

FGT1437 — Application Layer 
Protocol

NA

NA NA

T1562.001 — Impair Defenses: 
Disable or Modify Tools

T1071.004 — Application Layer 
Protocol: DNS

T1105 — Ingress Tool Transfer
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To evade detection, the attackers route all their Command and Control (C2) communications 
and stolen data through GTP and SS7 protocols, disguising their activities as legitimate 
network traffic. They also use an emulator called sgsnemu, which mimics the behavior of an 
SGSN. This allows them to send fake Packet Data Protocol (PDP) context requests using pairs 
of international phone identifiers (IMSI/MSISDN numbers), making their communications 
appear as normal subscriber data traffic.

Additionally, the attackers deploy a tool called SIGTRANslator to send and receive data over 
the SS7 (SIGTRAN) protocol. This tool encrypts data using a pre-defined XOR key 
(wuxianpinggu507), further hiding their activities and making the exfiltration of data more 
difficult to detect. 

Figure 3 - Example of data exfiltration using SS7

Relevant TTPs:

ATT&CK TECHNIQUE FIGHT EQUIVALENT MOTIF EQUIVALENT

T1046 — Network Service 
Discovery

T1040 — Network Sniffing

FGT1048 — Exfiltration Over 
Alternative Protocol

FGT1046 — Network Service 
Discovery

MOT1040 — Network SniffingFGT1040 — Network Sniffing

MOT1046 — Network Service 
Scanning

NA
T1048.001 — Exfiltration Over 
Symmetric Encrypted Non-C2 
Protocol
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04. Mitigation and Detection Guide

The recommendations outlined below highlight actionable steps and best practices to secure 
telecom networks against evolving attack vectors. Monitoring signaling messages is critical 
for detecting anomalies, preventing C2 tunneling, and stopping data exfiltration. Combined 
with robust firewalls configurations, host-based monitoring, and intrusion prevention systems, 
these measures provide a comprehensive defense for core telecom infrastructure.

• Configure firewalls at the GRX/IPX network edges to allow GTP interconnect traffic only to 
and from IP ranges of authorized roaming partners.

• Configure firewalls at the GRX/IPX network edges to allow only GTP-C, GTP-U, and DNS 
protocols over GTP interconnects. Block access to internal OAM network services, such as 
SSH.

• Enforce a strong password policy for SSH authentication or switch to secure SSH key-based 
authentication

• Use out-of-band management channels with dedicated network interfaces for managing 
core network elements.

Ensuring robust GRX/IPX edge firewall configurations and protecting OAM interfaces is crucial 
for restricting unauthorized access and preventing adversaries from gaining a foothold to 
execute malicious activities.

4.1.  Preventing Initial Access and Execution 

Figure 4 – Restricting OAM interfaces via GRX/IPX edge firewall

Mitigations
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Detection

• Enable multi-factor authentication (MFA) for local accounts to add an extra layer of 
protection against credential theft and misuse.

• Conduct regular security audits to ensure that non-essential services for international 
roaming are not exposed on the GRX/IPX network.

• Analysis of OAM service logs like SSH on the GRX/IPX DNS and core network element may 
indicate unusual activity.

Below you can see an example of the firewall rule, configured on TSG GTP FW, that prevents 
traffic into the network from unauthorized roaming partners: 
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Figure 5 – Restricting traffic from non-roaming partners
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Implementing host-based security monitoring on IT nodes supporting the core telecom 
network, along with deploying network Intrusion Prevention System (IPS) solutions, is critical 
for detecting malicious activities, disrupting C2 communications, and preventing further 
progression of the attack chain.

• Restrict write access to SysVinit scripts and systemd unit files to only select privileged 
users who have a legitimate need to manage system services.

• Limit user access to system utilities such as systemctl to only users who have a legitimate 
need.

• Deploy network intrusion detection and prevention systems that use network signatures to 
identify C2 traffic for specific adversary malware can be used to mitigate activity at the 
network level.

• Implement endpoint security monitoring for IT network elements that support the core 
telecom network, such as GRX/IPX DNS servers.

4.2. Persistence, Defense Evasion and C2

Figure 6 – Network-based IPS for preventing DNS tunneling

Mitigations

• Audit the file creation and modification events of SysVinit scripts and systemd unit files to 
detect suspicious activities.

• Monitor executed commands and arguments for suspicious activity associated with 
downloading external content.

• Monitor and analyze traffic patterns and packet inspection for DNS protocol traffic that 
deviates from expected standards and traffic flows. This includes identifying extraneous 
packets outside established flows, anomalous traffic patterns, and irregular syntax or 
structure.

Detection
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Continuous signaling security monitoring is essential for detecting unauthorized core network 
activities, such as GTP/SS7 traffic from GRX/IPX DNS servers. It also helps identify anomalies or 
malformed signaling messages, preventing the tunneling of C2 traffic. This approach 
effectively disrupts the attack chain and prevents data exfiltration.

4.3. Discovery, Collection and Exfiltration

Figure 7 – Example of behavioral analysis of signaling messages

• Configure firewalls at the IPX network edges to allow SIGTRAN interconnect traffic only 
between the border STP and the authorized IPX provider.

• Deploy a next-generation signaling firewall to perform application-level inspection, analyze 
protocol anomalies, and block malformed signaling messages used for data tunneling.

Mitigations

• Deploy a signaling Intrusion Detection System (IDS) to identify deviations in message 
frequency or rate, as well as anomalous traffic patterns, irregular syntax, or structure, which 
may indicate tunneling attempts.

Detection
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Below is an example of malicious node detection based on behavioral 
analysis. The node suddenly changes its role from VLR to SGSN:
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Picture 8 – Example of suspicious node detection
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05. Table of Terms and Abbreviations

Term/Abbreviation Definition

APT
Advanced Persistent Threat - A sophisticated, targeted cyberattack 
that persists over time.

C2
Command and Control - A mechanism used by attackers to 
remotely control compromised systems.

DNS
Domain Name System - A system that translates domain names 
into IP addresses.

FiGHT
MITRE Framework for 5G Cybersecurity - A framework addressing 
cybersecurity in 5G networks.

GRX/IPX
GPRS Roaming Exchange/Internet Protocol Exchange - Networks 
enabling data exchange between mobile operators.

GSMA MoTIF
GSMA’s Mobile Threat Intelligence Framework - A telecom-specific 
security framework.

GTP
GPRS Tunneling Protocol - A protocol for carrying General Packet 
Radio Service (GPRS) traffic.

ICMP
Internet Control Message Protocol - A protocol used for error 
reporting and diagnostic functions in network communications.

IDS
Intrusion Detection System - A tool or software designed to detect 
unauthorized access or malicious activities in a network or system.

IMS
IP Multimedia Subsystem - A framework for delivering IP-based 
multimedia services, such as voice and video calls over LTE networks.

IMSI/MSISDN
International Mobile Subscriber Identity/Mobile Station 
International Subscriber Directory Number - Identifiers used to 
track and route mobile subscriber traffic.

MMS
Multimedia Messaging Service - A messaging service for sending 
images, videos, and other multimedia content over mobile networks.

MITRE ATT&CK®
Adversarial Tactics, Techniques, and Common Knowledge - 
A framework for understanding cyberattacks.

OAM
Operations, Administration, and Maintenance - A set of functions 
for managing and maintaining telecom networks.

SIGINT
Signals Intelligence - Intercepting communications or signals 
to gather information.
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SGSNs
Serving GPRS Support Nodes - Network components responsible 
for delivering mobile data to and from devices and maintaining 
subscriber location data.

SSH

SS7
Signaling System No. 7 - A protocol used for setting up and 
managing telecom calls.

STP
Signaling Transfer Point - A component in telecom networks that 
routes signaling messages between different network elements.

Secure Shell - A protocol for secure remote login and command 
execution over a network.

TTPs
Tactics, Techniques, and Procedures - Methods and strategies 
used by attackers.

VoLTE
Voice over LTE - A technology that enables high-quality voice 
and video calls over LTE networks.
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