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Executive summary

This research article delves into the evolution, current state, and future consider-
ations regarding Voice over LTE (VOLTE) security. VOLTE, a fundamental component
of modern telecommunications, facilitates the transmission of voice calls as data
packets across LTE networks. Despite its advancements, VOLTE has been marred by
security challenges, a result of both historical oversight and rapid technological
developments.

This paper outlines the inherent technical vulnerabilities within VoOLTE, illustrating
real-world attack scenarios and highlighting the pressing need for telecom
operators to implement their defenses. Additionally, the article provides a set of
actionable recommendations aimed at mitigating these vulnerabilities. Furthermore,
the article casts a futuristic outlook, examining the implications of these security
measures as networks transition to 5G and beyond, emphasizing the necessity for
ongoing vigilance and adaptation in the face of evolving threats.

O1. History of VoLTE

IP telephony, commonly referred to as VolP, is now widely used. The first VoIP imple-
mentation was introduced in 1995, and by the early 2000s, it began to spread rap-
idly. By 2003, about 25% of voice calls were made using VolP.

Over the years, this technology has matured considerably in terms of security,
largely due to the significant interest from hackers’. Protective measures against
malefactors posing as subscribers are developed and well known.

VolIP concepts were integrated into the mobile network architecture in form of IMS
subsystem which was chosen by 3GPP to be used as the sole option for voice calls
in LTE under the name Voice over LTE (VOLTE)

The same technology is used in 5G, where it is referred to as Voice over NR (VONR).
To protect these technologies, GSMA created several documents (see FS.38 [1] and
FS.22 [2]) meant to categorize known threats and adapt known protective mea-
sures.

.
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02. Voice evolution in mobile networks

Let's observe how the changes that we discussed affect mobile network architecture.
In 2G and 3G networks, there is a specific subsystem used for voice calls, which is a
specific subsystem used for voice calls, which is a part of control plane segment
(CS-MGW) connected to the Public Switched Telephone Network (PSTN)

(TS \
Circuit Switched Core
(=) |
Packet Switched Core
Internet

Figure 1. 2G and 3G telephony

4G network was made IP oriented, so voice subsystem was made over IP
connectivity via additional IP Multimedia Subsystem — IMS.
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Figure 2. Place of IMS in mobile network
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To deploy LTE networks quickly, a temporary solution was devised to avoid
implementing IMS altogether. Initially, LTE deployments were focused on significantly
increasing mobile data capabilities, with voice services not being a priority since they
were adequately covered by 2G and 3G. This temporary solution switches subscribers
to the 2G or 3G network when an incoming or outgoing call is initiated, promptly
returning them to 4G once the call is finished to restore fast data connection. This
solution is called CS-Fallback.

e
=

Figure 3. Voice call via CS-fallback

03. Security oversights and their consequences

The CS-Fallback implementation killed interest amongst MNOs to deploy fully oper-
ational IMS core and implement native LTE calls (VOLTE calls). Let’s look at some
historical data:

. The 1st LTE network was deployed in December 2009 by TeliaSonera in
Sweden and Norway.

. The 1st VOLTE network support was introduced in August 2012 in USA, along
with the 1st mobile phone which was capable to use it — LG Connect 4G.

. A full-featured VolLTE network was deployed in May 2014 in Singapore,
although the only capable phone in this case was Samsung Galaxy Note 3.

. Only in 2020 it became commonplace for almost all new phones to have
VOLTE support.

It took more than 10 years to make the industry ready for VOLTE, as it's not possible to
switch off 2G and 3G networks until all phones support VOLTE. Due to the slow
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progress of industry, not many operators were interested in deploying VOLTE.
The only driving force behind it is the desire to phase out legacy 2G and 3G net-
works and use their frequency spectrum for modern technologies like 4G and 5G.

Several operators around the world implemented this, but it only became a significant
issue in December of 2022 with USA Verizon shutting down their 2G and 3G networks. It
was a small step for one operator, but a significant one for the industry, as other MNOs
realized that their subscribers couldn’t use voice services while on roaming in the USA.
It turned into a race for VOLTE deployment in 2023. Some operators implemented it in
few months. And you can easily guess, security was not a priority for such VoLTE
deployments. While security controls are implemented in the form of SIP proxies, we
found that there are several things specific for mobile operators that may be
overlooked.

04. Attack vector: VOLTE subscriber

Currently, almost any MNO in the world provides VOLTE in some capacity.

As it was presented at [3], to access IMS network in a way of usual data connectivi-
ty you only need to add IMS APN in your phone and change APN type to the “de-
fault”.

ap L3

Edit access point : Edit access point

Name
m Authentication type
Not set

APN

= default

Proxy
Not set APN protocol
IPva

Port
Not set APN roaming protocol
IPvd

Usemame

Password
Not set Bearer
Unspecified
Server
Not set MVNO type
None

MMSC

Figure 4. Using IMS APN for usual data connection to access IMS core
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But it may be not convenient to use phone for testing, so it is possible to connect
usual laptop via 4G-dongle using IMS APN instead of using default “internet” APN.

;’ u - (((.

Figure 5. Using laptop for IMS connectivity

Picture below shows the IMS infrastructure you may reach once connected.

IP Multimedia Subsystem (IMS)

Figure 6. IMS structure

So, let's see what happens when we try to apply threats described in [1] and [2] to a
real network.
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@ IP Connectivity

Once ‘ims’ APN is added, the subscriber’s device will try to establish IP
connectivity in form of an EPS bearer. Once it is set up, a separate network
interface with access to the subnet with P-CSCF node is available to the
device. Only P-CSCFs should be accessible using this interface.

This provokes some questions: Is it possible to address any other IPs in this
subnet? Since it is a typical IP network, traditional scanning methods can be
used, such as passive sniffing of received messages or active nmap scans.

4.1.1. Nmap scan

MNO

IMS IP Subnet
4 |
Malefactor's G.dOI.’]g & Nmap scan
labto withims P-CSCF \
ptop APN |
Other |
nodes

Figure 7. nmap scan scheme

In our experience some additional nodes are often found by the scan.
What is worse, SSH and other usual ports may be available on them.

Figure 8: Open SSH, X1, FTP and web-management ports

elecom Security Transcending Generations.
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This could enable malefactor to gain
control of the attacked nodes. Allow-
ing them to alter the configuration to
perform fraudulent activities.

Even if the hack isn't successful, DDoS
attacks on the unhardened nodes
should still be feasible.

Administrator accounts may also be
locked on the nodes in the core

Figure 9: Locking the password for admin user via SSH

network. It is crucial to note, that hacking of these nodes is more concerning than
in traditional VolIP cases because compromised MNO nodes may provide male-
factor an access to the signaling networks. Usually, MNOs serve a lot of subscrib-
ers and are interconnected, thus making signaling attacks much more danger -
ous.

Blocking SSH from the user side is common sense, so the lack of this demonstrates
a disregard for security from this attack vector.

4.1.2. Direct connection to other phones

We also see that the same IP connectivity allows direct IP access to another
phones. As data on VoLTE bearer is usually not charged (calls are), malefactor
may setup direct connectivity services to avoid any charging. This largely de-
pends on the network implementation and occurs due to the lack of segmenta-
tion between subscribers connected to the same P-CSCF.

Malefactors may exchange large files or, using a PC with USB dongle, set up free
internet access for other phones in the same IP subnet.

This usually works for all subscribers connected to the operator’'s network, mean-
ing that this subscriber may be roaming in another country and still use this free
internet service.

SecurityGen
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MNO

4G dongle
Malefactor’s
lapto withims P-CSCF
ptop APN
Direct message to IMS IP Subnet
the phone
Phone P-CSCF
Open port
on phone

Figure 10: direct messaging attack scheme

Figure 1I: Direct communication with a phone, laptop side

1:27PM%Z @ >_ 38 5 - @551 @e) ¢

./ # 1p a show dev rmnet_data3
19: rmnet_data3@rmnet_ipa0: <UP,LOWER_UP> mtu 1500 qdi
sc mq state UNKNOWN group default gqlen 1000

1link/[519]

inet6 f:feab:87cc/64 sc

ope global dynamic mngtmpaddr
valid_1ft forever preferred_lft forever
inet6 ab:87cc/64 scope link
valid 1ft forever preferred lft forever
:/ # nc -1 -6 -s f:feab:8>
Direct connection between handsets:/ # |}

Figure 12: Direct communication with a phone, phone side

If direct communication is possible, it may also be possible to spoof source IP
addresses when targeting the phone.
This may allow malefactors to impersonate traffic from network core.

Telecom Security Transcending Generations.



.6000600... 4bg ICMP.. 118 Echo (ping) request 4 (reply in 3)
.0262825.. 4bg ICMP.. 118 Echo (ping) request 4 (reply in 4)
.5341772.. ¢ obe ICMP.. 118 Echo (ping) reply (request in 1)

e . 118 Echo (ping) reply (request in 2)
. 118 Echo (ping) reque: 4 (reply in 6)
__118 Echo (ping) reply id=oxee11, se p Linit=S7 (request in 5)

:fe6f:
ed:dead:beef

— NN
— ) / w
/ MNO \\
4G dongle . / \
Malefactor’s Y \
lapto withims / P-CSCF |
. APN \ /
Message sppofing IMS IP Subnet !
P-CSCF's IP | N\, ,"‘
“'. ///“‘
\
Phone - \ P-CSCF :“
A ) -
\ /

11 DL.L04/U0 S : 00 < ; LIVE
L 12 51.285077 : H
13 734.393430)
14 734.393812

. 120 ECNO (PLNY) TEQUESL LU-UXUWLl, SEY-5, NOP LLNLL=D/ (IEPLy 1N 1Z)

. 120 Echo (ping) reply id=0x0011, seq=3, hop limit=64 (request in 11)

83 Echo (ping) request id=0x@8ae, seq=3333, hop limit=57 (reply in 14)

5 83 Echo (pmg) reply id= Bxaaae seq 3333 hop 11m1t 64 (request in 13)
1 r hat id 2achable

Figure 15. Ping with spoofed IP is delivered.

Note that some of the tested operators were not vulnerable. This suggests that
setting up isolated subnets for subscribers is possible. Still, it appears that a lot of
MNOs do not prioritise implementing this policy. This vulnerability was first reported
in [4] in 2015.

4.1.3. Lack of encryption

Connected to this issue is the next one. A lot of networks are not using encryption
Even in cases where IPSec is used, it is often possible to negotiate “null” as encryp
tion algorithm. This results in messages being packed in Encapsulated Security
Payload, but no actual encryption occurs. E.g., you can easily set up Wireshark to
show decoded packets.

If one of the network nodes is compromised and malefactor can view the sub
scriber’s traffic, this leads to disclosure of private information.

Unencrypted signaling traffic allows for disclosure of private information and
location tracking. Unencrypted user traffic, namely, calls in RTP, leads to eaves-

dropping.

Securlty n
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Phone ? MNO r//\
\,\» N /\L_//
SIP REGISTER
401 unauthorised
SIP REGISTER
200 OK
SIP SUBSCRIBE
200 OK containing additional info about network
Figure 16. SIP REGISTER without IPSec scheme
Protocol Lengt Info e — : A : :
SIP 1337jnull Request: REGISTER sip:ims.mnc|ilij.mcclll.3gppnetwork.org ..
SIP 801jnull Status: 401 Unauthorized |
IPV6 1014 IPv6 fragment (off=0 more=y ident=0x53771357 nxt=50)
SIP 626Qnull, nulllReauest: RFGTSTFR sin:ims.mncllll.mccllM. 3gppnetwork.org ..
SIP 1170 |Status: 200 OK (1 binding) |
Figure 17. IMS registration without encryption
Protocol Length Encapsulating Security Payload (A:Sjeqwr ~ Expires Info
SIP 668 1 OPTIONS Request: OPTIONS sip:| G s
) SIP 644 1 OPTIONS Status: 200 OK |
SIpP 1337 1 REGISTER 600000 Request: REGISTER sip:ims.mncillN
) SIP 801 1 REGISTER Status: 401 Unauthorized |
SIP 626 » 2 REGISTER 600000 Request: REGISTER sip:ims.mnc
) SIP 1170 » 2

REGISTER Status: 200 OK (1 binding) |
REGTSTER D v 1ot oy Dy ") n f ny Y ani >

© Request: REGISTER sip:ims.mncilllEE
Status: 200 UK removed 1 binding) |

Parameter Problem (unrecoqniz

3 REGISTER
REGLSIER

Reque

OPTIONS Status: 200 OK |

Figure 18. Successful answers without IPSec

GSMA mandates the use of encryption for SIP signaling. However, a lot of MNOs
disregard this, presumably to avoid problems with compatibility issues.

Security&en
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@ SIP protocol issues

Next, let’'s go one layer up and switch from lapses in IP security to the prob-
lems stemming from the incorrect configuration of SIP security controls.

4.2.1. Information disclosure in messages sent to the subscriber

Most networks will send messages with internal identifiers of network FQDNs in SIP
messages.

In many cases networks that we tested seemed to disregard subscriber privacy in
several different ways. Usual security lapses allow malefactors to obtain IMEI,
phone model and location. See some of the examples on the screenshots below.

Phone \ MNO

SIP registration

SIP INVITE
100 Trying

183 Session Progress containing additional info about subscriber

Figure 19. Disclosure of UE model scheme

In numerous cases, malefactor can gather a lot of information simply by analyz-
ing usual messages from operator during different standard procedures like reg-
istration, calls or SMS.

For example, Figure 20 shows disclosure of a phone model and firmware version of
the callee via Server field in 183 Session progress response which we received when
establishing a call.
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SIP 300 Status: 160 Trying

1400 Status: 183 Session Progress |

’
.
'
+ Encapsulating Security Paylo:
'

User Datagram Protocol, Src Port: 9958, Dst Port: 7208
Session Initiation Protocol (183)
» Status-Line: SIP/2.0 183 Session Progress
- WMessage Weader
» Via: SIP/2.6/U0P d 29NGALK -ZLQLaZAT 7nr b1 TSQUx0goB7WHERCE TOL
» tamw_276_6504196c_18079c90_ox_0032_116;CxtIded; TRCsIIIILIIL - 11111, X-HwB2bUaCook10510477>

]
nccllll 3gppnetwor k.org>; tag=jbcvxnle
ug-mu:su phm ~contextsias, mnc il ncclll. 3gppnetwork.org

Allo\;: NVITE, ACK, CANCEL, BYE, UPDATE, PRACK, MESSAGE, REFER, NOTIFY, INFO, 0PTIONS

Contact: <sip: I 9000 ; Hptznw _276_6504196c_18079c9d_ex 9032 16;CxtIded; TRCafrrrrrrr-frrrrerr>;+9.3gpp. 1cs1-ref="urn¥3Aurn- T%3A3gpp-service, ims . 1Cs1 ot
21206 Qualcone V13.0.11.0.SLFEUXM Androld12

P 1y-Media: gated

P-Asserted-Service-Info: vrbt=0a

Feature-Caps: *;+0.3gpp.srvee

Recv-Info: g.3gpp.state-and-event-info

Content-Length: 350
Cnnuﬂt Type application/sdp

Figure 20. Disclosure of UE model

Another message potentially disclosing information about other subscribers is
incoming SIP invite, see Figure 21 below.

Protocol Length Info

Frame 2: 1512 bytes on wire (12096 bits), 1512 bytes ceptured (12096 bits) on interface unknown, id ©
> Linux cooked capture vl
» Internet Protocol version 6, Src: [NEEEER:::: ost: - : o3
Encapsulating Security Payload
User Datagras Protocel, Src Port: $950, Dst Port: 74090
v Session Initistion Protocol (INVITE)
v Request-Line: INVITE sip: NE——— I 0 : 35C 3] : 7400 SIP/2.0
Method: INVITE
Request-URT: s1p: IEG_G | I : < 3] :7400
[Resent Packet: False]
v hsuw Header
via: stp/2.8/u0f | 10001] 19909 branch»29hGabKtessbacefbtluesi1dl
» Record-Route: <sip:[ 0001]:9900; 1 Mpt«90C2_16;CxtId=4; TRCFFf
Call-ID: sbethihQueittlBqtubFGivlLFeGitichbgsiA a3
[Generated Call-ID: sbethingruurmetisqtubFGiulLrteilcbas1FoEEEEEEN )
From: <tel: (N : noa=international;crvatteisnationals; tag=GiiFirmy
» To: <sip: NS s -encil] - nc<Jll] - 3gppnetwork.org>
» CSeq: 1 INVITE

Accept: epplication/sdp,epplicetion/3gpp-imssxml,epplicetion/vnd. 3gpp.stete-and-event-inforxml
Allow: INVITE,ACK,OPTIONS,CANCEL ,BYE, UPDATE, INFO,REFER, NOTIFY, MESSAGE , PRACK

» contact: <sip: (NG < : 0001 | : 9900 ; Dpt-ed6a-200; HpteB0C2_16;CxtIdes; TR
Max- Fomrdl 62

IMS 6.8

' P-Asserted-Identity: <tel: N ncd=international;srvattri=national>
p-Called-Porty-10: <sip: RS == .=l ~<<ll. 3gppnetwork.org>
P-Early-Media: supported
p-Preferced-Service: urniuen-7:3gpp-service.ims.icsi smtel
P-Enable: 1

* Feature-Cops: *;+g.3gpp.srvec;+g.3gpp.srvcc-alerting
Recv-Info: g.3gpp.state-and-event-info
Accept-Contact: *;explicit;require;+g.3gpp.icsi-refe"urnX3iurn-7X3A3gpp-service.ims. icsi . mmtel”
Reject-Contact: *;+g.3gpp.icse"server”

Content-Length: 821
Content-Type: application/sdp
) Message Body

Figure 21. Subscriber user-agent disclosure

Figure 22 shows S-CSCF DNS name in P-Asserted-Identity header of 200 OK
response on SIP SUBSCRIBE commonly sent after initial registration.

SecurityGen
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mmn‘ SUBSCRIBE ¢

80 |
Request no"ﬂ sip:

+ Encapsulating Security Payload
+ User Datagram Protocol, Src Port: 9950, Dst Port: 7208
- Session Initiation Protocol (260)
+ Status-Line: SIP/2.6 206 OK
- Message Meader
+ Via: SIP/2.0/0090 7200; branch=z9hG4bK «Qp3PZcikvZI460100WZKESYSWh L 4wOQU; rpor t=6200; transpor t=UdP
» Record-Route: <sip]] 19000, 1r ;Mptanw_1c8_64e72b906_1686a134_ex_8fa2 116;CxtId=3; TRC=IIfIIIfI- (111111 >

. occ Bl . 3gppnetwork.org>; tagexdgZnFBF
o5 aoclill ncclll. 3oppnetwork, org>; tag=dfpshe2d

[Irunca(ea]conuu <sipiusername_me_1c8_64e72066_1686a134_KOtIMAtxmXh314ca1pge2ro)TMn? SpaFh+aYPwIDyGURPZOKOeYeNNT Xe6ud JE JCrWwLUx) 10g3aP18r TwPo
Expires:

P-Asserted- Identuy_mx ins, wc“ 3gppnetwork.org> §
[}

Content-Length:

Figure 22: Disclosure of DNS names

SIP OPTIONS is another message that may disclose additional information to
malefactors. Please refer to Figure 23 where such message discloses S-CSCF DNS
name in From and P-Asserted-Identity headers, while User-Agent header allows
malefactor to fingerprint vendor of hardware used in the network.

No. Time Source
i .
’
’
’
’

Destination Protocol Length CSeq info

OPTIONS sip

» User Datagram Protocol, Src Port: 9950, Dst Port: 7200
~ Session Initiation Protocol (OPTIONS
» Request-Line: OPTIONS 51p:&@[_:355@:£719]:7299'!'an$parl=udp S1P/2.9
v Message Header
» Via: SIP/2.0/U0P [ 0000:0022) :9900; buncn-1wuq]nlrrﬂﬂlm099-5y09]rSlB Role=3; Npl atrz 36;X-WDined
» Record-Route: <sip: 8 Ar;
Call-ID: asbeikqdlysiikykkl77)0)0719)179¢y07¢0S . . K Igppnetwork.org
jgperated call Jn: e kykk 2 2 .mcclll. 3gppnetwork.org]

gent
P- Auertoa Identity:

Figure 23. Hardware fingerprinting and disclosure of DNS names in SIP OPTIONS received from P-CSCF

In some cases, it is also possible to gather Cell-Id of other subscriber. Figure 24
shows how this info is disclosed in incoming SIP PRACK during call setup.

59 J#5E-13: 5% 10:51:05,967669 Pedyime oM. PWlUokedi W04 8 SIP/SOP 812 Status: 183 Session Progr
60 MEN-RE-EY 10:51:06,011233 Jd vlai) at, Juil st Belcaads. TCP 116 6060 + 6301 [ACK] Seq=90t
61 JEiE £33V 10:51:06,011252 Smikd ol M3 h. Saldited: Wik eyt TCP 116 6060 + 6301 [ACK] Seq=90t
62 WEA-LY- U 10:51:06,343276 Amk w5 oh. Ak ded Sl b | sTP 1004 Request: PRACK sip:iiy

<

> Ko $2: TR s wi Wice w-\: Frwd, LORR W inESered (EET ReSel
> LMk sl sapTwte o

> Internet Protocol Version 6, Src: Bemi el S5 .4 4. Dst: Al fed Sl nred 280 4% S
> Encapsulating Security Payload
Transmission Control Protocol, Src Port: 6060, Dst Port: 6301, Seq: 9083, Ack: 5818, Len: 887
Vv Session Initiation Protocol (PRACK)
> Request-Line: PRACK sip: @aliedediiana@Lams Aed: S awnd il 8- Uhe 135 ¥]:6300 SIP/2.0
v Hessage Header
> Via: SIP/2.8/TCP [Hwki. 4e# #%.% '£]:6060;0c-algo="10oss";0c;branch=29hG4bKmavodi-0-264-1e1-1-2000000-b15100
Max-Forwards: 68
> From: sip:#iJsfROITEN@ims.mncdds . mccift. 3gppnetwork.org; tag=mavodi-__ ~rwuszztvvxw__0-1@d-d4-S-ffffffff-149b
> To: <tel:®%iilaesds;phone-context=ims.mnc®i.mcci¥.3gppnetwork.org>; tag=6ea49803
Call-ID: FA163EF6B208-13ca-137¢6700-d9311@-61c97361-da2cc
[Generated Call-ID: FA163EF6B208-13ca-137¢6700-d93110-61c97361-da2cc]
CSeq: 2 PRACK
RAck: 1 1 INVITE
Allow: ACK,BYE,CANCEL,INFO,INVITE,MESSAGE,NOTIFY,OPTIONS,PRACK,REFER,UPDATE
User-Agent: Wpwids SR T, & 2003 g 0 ANORISIRSY
Vv P-Access-Network-Info: 3GPP-E-UTRAN-FDD;local-time-zone="Jey $5+ VNS % S50y 38" ;utran-cell-id-3gpp=Jfaa
access-type: 35?9 E-UTRAN-FDD

v

v

utran-cell- id 3§pp. mn 3
Content-Length: @

Figure 24. Location disclosure
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4.2.2. Incorrect anonymous call implementation

Most networks have a function for anonymous calls. Subscribers can prefix the
called number with a command, e.g.*31# and their identity will be hidden from the
receiving party.

In some of the networks where anonymous calls are supported, incoming SIP
INVITE messages contained the identifier of the caller when establishing anony-
mous call, giving malefactor the ability to de-anonymize caller. At the same time,
in some networks, these messages were sanitized from such details. This shows
that there are ways to make calls truly anonymous, but MNOs often overlook this
feature.

Phone [ MNO )
SIP registration

SIP INVITE with anonymous info

Figure 25. Subscriber info in anonymous call scheme

0.000763316 Request: INVITE sip:
9.9919§9?36 Status 100 Trying |

0.003578735 Status 183 Session Progress ]

7.609516574 Reguest: PRACK sip: NN 6 I |

» Transmission Control Protocol, Src Port: 9950, Dst Port: 44843, Seq: 2041, Ack: 1, Len: 599
» [3 Reassembled TCP Segments (2639 bytas) #1(1020), #2(1020), w3(599)]
~ Session Initiation Protocol (INVITE)

» Request-Line: IWVITE sip: G0 IR ¢/
~ Message Header
» Via: SIP/2.8/TCP branch=z9nG4bK3rbl12d9bffrrh3dn@2c09b6br ;Role=3;Hpt=8f52_36
» Record-Route: <sip 900; transport=tcp; 1r;Hpt=nw_156_650412a7_17d2b543_ex_8f52_16;CxtId=4; TRC=Ffffffff-ffffffff;X-HwB2bUaCookie=13813>
Call-ID: asbcpgd 0] 0 5267

Accepl application/sdp, application/3gpp-ims+xml,application/vnd.3gpp.state-and-event-info+xml

Allow: INVITE,ACK, OPTIONS,K CANCEL,BYE, UPDATE, INFO, REFER, NOTIFY, MESSAGE, PRACK

Contact: <sip: 00; Dsp=ee6a-200; Hpt=nw_156_656412a7_17d2b543_ex_8f52_16;CxtId=4; TRC=FFFFffff-fIffffff>;+g.3gpp.icsi-ref="urn%3Aurn-7%3
» Contact URI 9900; Dsp=ee6a-200;Hpt=nw_156_650412a7_17d2b543_ex_8f52_16;CxtId=4;TRC=Ffffffff-fIffffff

Contact paramet +0.3gpp.1csi-ref="urn%3Aurn-7%3A3gpp-service.ims.icsi.mmtel"

Contact parameter: +g.3gpp.mid-call

Max-Forwards: 62
Supported: timer,tdialog,166rel,gruu

User-Agent: Samsung IMS 6.0 (SM-N950F Android 9)

Session-Expires: 1800

Min-SE: 600

Privacy: id

P-Called-Party-ID: <sip:*1906@11!5.nnc-.mcv..3gppnetwork.org>

P-Early-Media: supported,gate:

P-Preferred-Service: urn:urn-7:3gpp-service.ims.icsi.mmtel

P-Asserted-Service-Info: access-domain=ims-1te

Feature-Caps: *;+g.3gpp.srvcc;+g.3gpp.mid-call;+g.3gpp.srvcc-alerting

Recv-Info: g.3gpp.state-and-event-info

Accept-Contact: *;+g.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp-service.ims.icsi.mmtel", *;explicit;require;+g.3gpp.accesstype="cellular2",*;explicit;require;
Content-Length: 977

Content-Tvoe: application/sdo

Figure 26. Subscriber info in anonymous call
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There are some specific things that you can introduce in the MNO to deal with
network info disclosure like node fingerprinting and subscriber info, but it all boils
down to filtering network or VoLTE-specific identifiers from SIP packets on the
network-to-subscribers border.

4.2.3. Lack of SIP Flood protections

Another example of disregard: Protection from SIP protocol flooding on the IMS
core nodes. It is very common to combat SIP flood by implementing a rate limit for
the SIP REGISTER or SIP INVITE, as IP-Exchanges open to internet traffic can easily be
targeted for DDoS. Unfortunately, protections against such attacks are not com-
monly found in the IMS environments that we have tested so far. On IMS bearer,
such floods can be used not only for network DoS, but also for targeted DoS

attacks on subscribers, see Figure 27 and Figure 28. This variation of attack was
reported in [7] in 2020.

Phone . MnNo
SIP registration

SIP INVITE
SIP INVITE

SIP INVITE

Figure 27. SIP flood scheme

No. Time Source Destination Info
4 L3434 R ;] : d 06;phone-context=ims.mnc | 1 30ppReTWOrk.org
1 74.91716491 R : IV } 06; . 3gppretwork.org
15 75.463586609 : : - . 3gppnetwork.org
21 76.184695888 : $ - . 3gppnetwork.org
27 76.879410465 : s - . 3gppnetwork.org
32 77.459209547 : 2 . . 3gppnetwork.org
38 78.060728583 - . 3gppnetwork.org
44 78.615428218 : - Hl - . 3gppnetwork.org
49 70.087446070 Request: : 66; - . 3gppnetwork.org
53 79.591421564 Request: - 6; . = . 3gppnetwork.org
58 80.005300017 Request: 2 . 3gppnetwork.org
63 80.499333226 x - . 3gppnetwork.org
67 £0.983386692 : INVITE - . 3gppnetwork,org

72 81.523371150 - . 3gppnetwork.org
77 82.076020913 . 3gppnetwork.org
84 82.651234762 . 3gppnetwork.org
88 83.167275787 g - . 3gppnetwork.org
94 83.685018447 : . . 3gppnetwork.org
98 84.139364667 : s - L 3gppnetwork.org
163 84.591678281 Request: : . . 3gppnetwork.org
109 £5,059333307 Request: : . . 3gppnetwork.org
113 85.563345018 Reguest: - » . 3gppnetwork.org

119 86.019245298 : 2 - . 3gppnetwork.org
124 £6.499343895 : : ~ . 3gppnetwork.org
130 £6.983280880 : . - . 3gppnetwork.org
135 87.423232560 t 2 . . 3gppnetwork.org
142 87.875410066 : : 66; . . 3gppnetwork.org
146 88.315465886 : s - . 3gppnetwork.org
152 88.731553170 : : - . . 3gppnetwork.org
155 89.239233828 : tel: - . 3gppnetwork.org
163 89.772205459 : tel: - . 3gppnetwork.org
166 96.295346812 2 tel: hone-contextsim: . 3gppnetwork.org
176 90.919461565 Request: tel:] hone-contexts no . 3gppnetwork.org

179 91_415888593 Reausst : tal: 86:nhone-cantext=ias. anci .3anonatwark ora

Figure 28. SIP flood
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One of the options for the malefactor is to send a lot of SIP invites for one particu-
lar subscriber. As a result, no incoming calls can get through to the target.

It also should be noted, that sending a lot of INVITE messages without any contin-
uation may result in a so-called “silent call” attack. While the phone’s modem
constantly receives and processes these messages, no calls are displayed. As a

SecurityGen
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result, it is possible for malefactor to stealthily drain the phone'’s

battery.

This specific vulnerability was originally reported in [6] in 2015.

Source Destination Protocol Length Info
9.688959639 SIP/SOP 858 Request: INVITE tel:
9.362133131 SIP 390 Status: 160 Trying |
9.748406101 SIP/SOP 858 Request: INVITE tel:
0.845753248 SIP 390 Status: 160 Trying |
0.845753591 SIP 494 Status: 481 Call/Tra
1.355600249 SIP 494 Status: 481 Call/Tra
1.424728043 SIP/SOP 858 Request: INVITE tel:
1.499565765 SIP 390 Status: 100 Trying |
1.499566282 SIP 494 Status: 481 Call/Tra
1.989812185 sIp 494 Status: 481 Call/Tra
2.060622609 SIP/SOP 858 Request: INVITE tel:
2.346017381 SIP 494 Status: 481 Call/Tra
2.584725600 SIP/SDP 858 Request: INVITE tel:
2.646020102 SIP 390 Status: 160 Trying |
2.646020496 SIP 494 Status: 481 Call/Tra
2.916095232 SIP/SDP 1478 Status: 183 Session
2.997392314 SIP 494 Status: 481 Call/Tra
3.129719134 SIp 494 Status: 481 Call/Tra
3.288644916 SIP/SOP 858 Request: INVITE tel:
3.349730518 sIp 399 Status: 160 Trying |
3.349731551 SIP 494 Status: 481 Call/Tra
3.425997498 SIP/SDP 1478 Status: 183 Session
3.853380267 SIp 494 Status: 481 Call/Tra
3.884863244 SIP/SDP 858 Request: INVITE tel:
4.135993795 SIP 494 Status: 481 Call/Tra
4.349844023 SIP 494 Status: 481 Call/Tra
4.404310572 SIP/SOP 858 Request: INVITE tel:
4.409737424 SIP/SDP 1478 Status: 183 Session
4.470243575 SIP 390 Status: 160 Trying |
4.470244823 sip 494 Status: 481 Call/Tra
4.875590469 SIP 494 Status: 481 Call/Tra
4.966020542 sIp 494 Status: 481 Call/Tra
4.989696060 SIp 494 Status: 481 Call/Tra
5.157483537 SIP/SDP 858 Request: INVITE tel:
5.884462832 SIP/SOP 858 Request: INVITE tel:
5.955618223 SIp 390 Status: 100 Trying |
5_QSS5A1R6AZ sSTR 404 Status: 481 Call/Tra
» Frame 4: 858 bytes on wire (6864 bits), 858 bytes captured (6864 bits) on interface enx6
» Ethernet II, Src: Oc:5b:8f:27:9a:64 (Oc:5b:8r:27:9a:64), Dst: HuaweiTe_e3:9d:c3 (c8:c2:f
» Internet Protocol Version 4, Src:
» Encapsulating Security Payload
» User Datagram Protocol, Src Port: 6200, Dst Port: 9966
~ Session Initiation Protocol (INVITE
» Request-Line: INVITE tel:iws;phone-contextzlm.mnc-.nct-.3gppnetuork.or
~ Message Header
» Via: SIP/2.6/00P EN: 7290; branch=29hG4bK-nGjIGQLrs578s6oWI2Zr8CN3MnbhUbm2
Max-Forwards: 70
» Route: <sip: - 19960;1r>
» Contact <sip: 86339— 7290> +q.3qpp.icsi- rof 'urnmurn-mngp
Prcc il 39ppnetork.org>; tag-E1Pgprey

Figure 29. Subscriber DoS via SIP flood, attacker’s side
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- MG - & X

79.664455520 SIP/SDP 754 Request:
79.664765074 SIP 546 Status:

INVITE
100 Try, 147t B 0 ¢

7 I-Jaoo 2

or J

79.665428375 SIP/SDP 466 Status: 83 Ses|

79.682983875 SIP/SDP 466 Status: 183 Ses
79.697508828 SIP/SOP 466 Status: 183 Ses|
99.786162409 SIP/SDP 466 Status: 183 Ses
99.800678140 SIP/SDP 466 Status: 183 Ses!

99.805150812 sIp 690 Request:
9.8057332 SIP Status:

CANCEL
200 0K
A ’ | L1010 mnt
SIP 658 Status: 487 Req
SIp 562 Request: ACK si
9 1 I CMF [ yestinatior nr
117.1353672.. SIP/SDP 754 Request: INVITE
117.1357026.. SIP 546 Status: 100 Try
117.1 ICM 4 Destination unr
117.1369755.. SIP/SOP 466 Status: 183 Ses!
117.1417849.. SIP/SDP 466 Status: 183 Ses
117.1517196.. SIP/SDP 466 Status: 183 Ses!
117.1580413.. SIP/SDP 466 Status: 183 Ses|
134.0861494.. SIP/SOP 466 Status: 183 Ses! )
134.0875167.. sSIp 690 Request: CANCEL x, Missed call B
134.0931876.. SIP 562 Status: 200 0K Fa TSI A
134 { Destination unr
134.0935420.. SIP 658 Status: 487 Req

99.806069263
99.811029812

Outgoing call B

134.6938509... SIP 562 Request: ACK sil 7' s ra0au
134.093856 ICNF 90 Destination unr

134.1063326.. SIP/SOP 746 Request: INVITE S——
159.2689787... s1P 546 Status: 160 Try A 8
159.2695383.. SIP/SOP 466 Status: 183 Ses ol

1 ‘ 6553 4 Destination unr

159.2745509... SIP/SOP 466 Status: 183 Sesi

User Datagram Protocol, Src Port: 36502, Dst Port: 47290
Internet Protocol Version 4,
Encapsulating Security Payload
Transmission Control Protocol, Src Port: 9952, Dst Port: 42567, Seq: 2041, Ack!
[3 Reassembled TCP Segments (2683 bytes): #7501(1020), #7505(1020), #8983(643)
Session Initiation Protocol (INVITE
» Request-Line: InvITE sp: NG - S <
~ Message Header

v via: sip/2.0/7c [ 9500 ; branch=2z9nhG4bKextpxcozdetdsaxxptrodce:

» Record-Route: <sxp:W:Q%S;transport:(cp;lr;Hpt:nw, 526_6508515:
Call-ID: asbctuci6tbs uiksx62rbébiiketextkei G
£n K =10 2

uc16tbsbéwbuiksx62rbébiik6tcx tke EEGN)
oa=national;srvattri=national;phone-context=j
% phone-context=1ims . mnclll. sccll. 3appnetwork.orq

Message

{ vy v v

Figure 3I: Subscriber DoS via SIP flood, phone with

Figure 30: Subscriber DoS via SIP flood, victim’s side just a handful of missed calls during all this time.

(W [((sip) ) && (sip.Method == "INVITE") BHEd -]+
%Tnme Source Destination P-Asserted-identity Info
{211.6438213.. . [144881ins . .. Request: INVITE d6elfdoa-

289.7494971. - 2 . Request: g6elroda-;
1317.2177270.. ] X Request: :d6elfdoa-
1343.4035243 Request: INVITE :d6elrdoa-
|381.9505183... . Request: INVITE sip:d6elfd@a-
1419.2444249 .. Request: INVITE sip:déeifdéa-
|458.7084409.. . Request: INVITE sip:d6eifdoa-

Figure 32: INVITEs from other phones are not routed while messages are being sent by malefactor

4.2.4. No sanitation of experimental headers

SIP messages are text-based and may include a lot of different fields depending
on specific SIP usage. Some of these are only used in IP-telephony, some pertain
to VOLTE/VoWiFi and some are formally deprecated. A prime example of this is the
experimental (spelled X-something) fields. In many cases, such fields were not
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filtered by SIP proxies employed in the MNOs that we tested, resulting in a situation
where unneeded deprecated header from SIP INVITE sent towards the network
was copied verbatim into the SIP INVITE sent from network to the target subscriber.

This allows malefactors to implement stealth tunnelling attacks in IMS infrastruc-
ture by sending SIP INVITEs with additional data. The receiving side may drop the
call and respond with a new SIP INVITE to the original sender. As SIP call is never
established during this exchange, and signaling traffic on IMS bearer is not billed,
this allows for unbilled messaging through the operator’s core network nodes.

Such an attack is convenient for malefactor as all the routing is done by the MNO.
This vulnerability was originally reported in [5] in 2015.

7 V4 \/ \-.
SIP INVITE with / AN MNO N
4G dongle £ \
Malefactor’s X-header
apto »  withims » P-CSCF » S-CSCF \
ptop APN B |
/! A
“ MMTel AS .
| L
SIPINVITEwith N\
Malefactor’ 4G dongle X-header I~ (
al': :o or's L withims = P-CSCF ‘ S-CSCF % L~
ptop APN
N ‘ Y.
Receiver \ \ I — i
drops the call \-.Aix/\\ /
orignores the ~
INVITE
Figure 33: Sending unbilled data in INVITE scheme (1)
—~YN
‘4 N
~ A
Phone (. MNO ) Phone
: L/
s A/ —
SIP registration SIP registration
SIP INVITE with X-Header
containing additional info SIP INVITE with X-Header
> containing additional info

No answer on SIP INVITE

SIP INVITE with X-Header

SIP INVITE with X Header containing additional info

containing additional info le

No answer on SIP INVITE

Figure 34: Sending unbilled data in INVITE scheme (2)

SecurityGen

Telecom Security Transcending Generations.




SecurityGen

Telecom Security Transcending Generations.

~ Session Initiation Protocol (INVITE
» Request-Line: INVITE sip: ec6s N : <2843 SIP/2.0

~ Message Header

v -

Record-Route: <sip:
Call-ID: asbcyhgifha66hllildgrariniqiagahly71e

[Generated Call-ID: asbcyhgifha66hllildgfafihiqiagdhly7l
390;noa=national;srvattri=national;phone-context=

From: <tel
SIP from address: tel:
SIP from tag: gqalOfawg

To: <tel:

«

«

-

CSeq: 1 INVITE
Accept:

via: s1p/2.0/7ce EE: 9900 ; br anch=29hG4bK4s 1 434rn91m1i99mpmpk9jtsnp; Role=3; Hpt=9002_36
:9900; transport=tcp;1lr;Hpt=nw_235_650440ad_17d700b0_ex_9002_16;CxtId=4;TRC=FFfffffff.fffff

;tag=qalora

390;noa=national; srvattri=national;phone-context=|

_emtext-ms.-nc-.-cc-.3gppnetwork.org
SIP to address: tel: 966

application/sdp, application/3gpp-ims+xml, application/vnd.3gpp.state-and-event-info+xml

Allow: INVITE,ACK, CANCEL, BYE, UPDATE, PRACK, MESSAGE, REFER, NOTIFY, INFO, OPTIONS

«

Contact: <sip:
» Contact URI: sip:
Contact parameter:
Contact parameter:
Contact parameter:
Max-Forwards: 62
Supported:
User-Agent: SM-A217F-UA2 Samsung IMS 6.0
Session-Expires: 1800
Min-SE: 600
v P-Asserted-Identity: <sip:
» SIP PAI Address: sip
P-Called-Party-I0D: :
P-Early-Media

q=!

+g.3gpp.mid-call

396@1ims . mn
96601m:

eader: Charqing Ab
Feature-Caps:
Recv-Info: g.3gpp.state-and-event-info
Accept -Contact
Content-Length: 306
Content-Type: application/sdp

v Message Body
~ Session Description Protocol

e Cneck' vh SIP tunneling mechanisms:

;+9.3gpp.srvec;+g.3gpp.mid-call;+g.3gpp.srvcc-alerting

19900 ;Dsp=eb9a-200 ;Hpt=nw_235_650440ad_17d766b0_ex_9002_16;CxtId=4;TRC=FIIfIrrf-IrIrrrrr>;q=1;
:9900;Dsp=eb9a-200; Hpt=nw_235_650440ad_17d700b0_ex_9002_16;CxtId=4;TRC=FFffffff.FIIfffff

+0.3gpp.icsi-ref="urnk3Aurn-7%3A3gpp-service.ims.icsi.mmtel”

timer, tdialog, 100rel, replaces, from-change, histinfo, tdialog

39001ms . m c- mcclll. 3gppnetwork.org>, <tel : [N 390>
.3gppnetwork.org
nc--cc- 3gppnetwork.org>

INVITE X-Header

*;+0.3gpp.icsi-ref="urn¥3Aurn-7%3A3gpp-service.ims.icsi.mmtel”, * ;explicit;require;+g.3gpp.accesstype="cel

Figure 35. Sending unbilled data in INVITE

4.2.5. Impersonated SMS

In the 4G and 5G context, the SIP
protocol is also used for SMS
messaging.

As such, malefactors can send
mobile-originated SMS messages
to the Short Message Service
Center. We found that it may be
possible to spoof the origin identity
to send bulk SMS while bypassing
any billing.

This impersonated messaging can
be taken a step further, as in certain
operators it was possible to
successfully send mobile
terminated SMS posing as SMS
Center.

§our<o

»
’
>
’
»

Protocol _Info
GSM SMS Request:
SIP Status:

MESSAGE sip:
200 OK |

Frame 3: 1002 bytes on wire (8616 bits), 1002 bytes captured (8016 bits) on intel

Ethernet II, Src: ©c:5b:8f:27:9a:64 (0c:5b:8:27:9a:64),

Dst: HuaweiTe_e3:9d:c3

Internet Protocol Version 4, Src: NS Ost: N
Encapsulating Security Payload

User Datagram Protocol, Src Port: 6280, Dst Port: 9900
Session Initiation Protocol GE

’

MESSA
Request-Line: MESSAGE sip:ﬂosems.nn-lc-.Jgppnemork‘org;uss

~ Message Header

» [Expert Info (Warning/Undecoded): Trailing stray characters]
» Via: SIP/2.0/UDP :5860; branch=29hG4bK -KeoXhQfQgzHCYaNcwmfCLU2gjK
Max-Forwards: 70

<sip:

;:5060>; +g.3gpp.m2d-calll +g.3gpp.1ics
3gppnetwork.org; user=phone>

»
o Contact:
’
” .3gppnetwork.org>; taj=cA4PHATZ

To: <sip:

[Generaled Call lo CA4PHATZg
» CSeq: 1 MESSAGE

Allow: MESSAGE

Supported: path, gruu

Request-Disposition: no-fork

Accept-Contact: *;+g.3gpp.smsip

User-Agent: SM-A217F-UA2 Samsung IMS 6.6
» P-Preferred-Identity: <sip: 390@1ms .mnc il . mcll. 3gppnetwork ., or
» P-Access-Network-Info: 3GPP-E-UTRAN-FDD;utran-cell-1id-3gpp:

Content-Type: application/vnd.3gpp.sms

Content-Length: 36
Message Body
» GSM A-I/F RP - RP-DATA (Network to MS)
~ GSM SMS TPDU (GSM 03.40) SMS-DELIVER
TP-RP: TP Reply Path parameter 1s not set in this SMS SUBMIT/
TP-UDHI: The TP UD field contains only the short message
TP-SRI: A status report shall not be returned to the SME
TP-LP: The message has not been forwarded and is not a spawne
TP-MMS: No more ussagu are waiting for the MS in this SC

5! R

» TP-DCS: ©
» TP-Service-Centre-Time-Stamp

TP-User-Data-Length:
~ TP-User-Data
SMS text: Test

(4) depends on Data-Coding-Scheme

» Session Initiation Protocol (SIP as raw text)

Figure 36: Spoofing source in MT SMS attacker’s side
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{Source Destination Protocol Info { 628PMZ S B B - B il G 4
GSM SMS Request: MESSAGE sip:

sIP Status: 200 OK
' | as] @ W Q
'. { incoming
»
» . .
» User Datagram Protocol, Src Port: 55492, Dst Port: 47290 incoming2
» Internet Protocol Version 4, Src: _ pst: [
» Encapsulating Security Payload
» Transmission Control Protocol, Src Port: 9950, Dst Port: 42567, Seq: 1, Ack: 1, L Test
~ Session Initiation Protocol (MESSAGE
» Request-Line: MESSAGE sip: 0612260 NG 425
~ Message Header
» [Expert Info (Warning/Undecoded): Trailing stray characters] Test
» Via: SIP/2.0/TCP m 9900;branch=z9nG4bK7z8axbwch5abcehe581ab57a8;
Call-ID: asboxm§52s25ux3SS9xj01tu0BEutSsuks )t e Test2
20 d all-I0: ashcxm ARK
€q Response
Allow: NESSM’:E
Max-Forwards: 64
User-Agent: SM-A217F-UA2 Samsung INS 6.0
+ P-Asserted-Identity: <sip: 2300@1ims . m# .mccll. 3gppnetwork.org>, Test3
P-Called-Party-10: <sip: ims . mnc mcclll . 3gppnetwork.org>
Request-Disposition: no-fork
Accept-Contact: *;+g.3gpp.smsip Let me show you
Content-Length: 36
Content-Type: application/vnd.3gpp.cms
~ Message Body
» 6SH A-I/E RP - RP-DATA (Network to MS) 123
~ GSM SMS TPDU (GSM 03.40) SMS-DELIVER
0. = TP-RP: TP Reply Path parameter 1s not set in this SMS SUBMIT/
.9.. «e.. = TP-UDHI: The TP UD field contains only the short message 456
..0. ... = TP-SRI: A status report shall not be returned to the SME —
. 0... = TP-LP: The nmessage has not been forwarded and 1s not a spawne
cee. 1., = TP-MMS: No more messages are waiting for the MS in this SC
...... 00 = TP-MTI: SMS-DELIVER ( 789
» TP-Originating-Address - (dua)
» TP-PID: ©
» TP-DCS: © )
» TP-Service-Centre-Time-Stamp 619.PM
TP-User-Data-Length: (4) depends on Data-Coding-Scheme
v TP-User-Data e Test
» Session Initiation Protocol (SIP as raw text) Now
Figure 37: Spoofing source in MT SMS victim’s side Figure 38: Spoofing source in MT SMS phone

Again, it feels like some operators are not prepared to put SMS via SIP through the
same scrutiny as usual SMS.

05. Recommendations for enhancing
VOLTE security:

The security of SIP and all adjacent technologies is considered quite mature. GSMA
documents [1], [2] describe possible threats and ways to deal with them. Despite
this, we see that a lot of MNOs seem to disregard it for one specific attack vector —
traffic coming from subscriber’s phones. To fix this blind spot we recommend going
through following steps:

» First, there is a need to assess the current situation. To do so MNOs would need to
perform security audit of VOLTE/VoWiFi connections to IMS. This will show which
of the vulnerabilities mentioned above are applicable and outline the general
protection level of the network.
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« Next step is to enable protection and implement monitoring on these interfaces.
While blocking of malicious messages is self-explanatory, having a comprehen-
sive monitoring solution on top of it is crucial for visibility, rapid detection, and
mitigation of threats.

GSMA recommends deploying Access Session Border Controller (A-SBC) fronted by
an IP firewall to protect the network. It is also recommended to have cross-protocol
correlations between SIP signalling and SS7, Diameter and HTTP/2 to find possible
malefactors.

Still, many vulnerabilities stem from incorrect configurations, such as direct conne-

ctions between phones enabled by improper network segmentation. We also believe
that even if a dedicated A-SBC is not employed, most protection measures can still
be implemented using configurable SIP proxies, IP firewalls, and anti-fraud systems
that handle SMS and calls. Thus, many of these issues can likely be addressed by
activating existing features in already deployed hardware or through simple
reconfiguration of current security measures.

Setting up a clear monitoring solution in this case, however, may be quite tricky, as it
requires correlating data from several different nodes across the network.

Finally, it is important to continuously perform periodical reassessments, to help
protect network post reconfigurations and or against newly discovered threats.

06. Future-proofing VOLTE / VONR security

As the telecom industry pivots towards 5G, ensuring the security of VOLTE becomes
even more critical. The next generation of networks promises enhanced capabili
ties but also brings new security challenges. Operators must adopt a proactive
approach to security, implementing robust encryption, secure network architec ~
ture, and continuous monitoring to protect against emerging threats. The transition
to 5G offers a unique opportunity to address the legacy security issues of VOLTE,
ensuring a secure and resilient foundation for the future of telecommunications.
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07. Terms and abbreviations

3GPP
APN
A-SBC
BGCF
BTS

CS
CS-MGW
(D)DoS
DNS
FQDN
FTP
GGSN
GSMA
HSS
I-CSCF
IMS

IP

LTE
MGCF
MGW
MME
MMTel AS
MNO
MO-SMS
MSC
MT-SMS
P-CSCF
PGW
PSTN
PGW
RTP
S-CSCF
SGSN
SGW
SIP
SMS
SMS-C

3rd Generation Partnership Project
Access Point Nome

Access Session Border Controller
Breakout Gateway Control Function
Base Transceiver Station

Circuit Switching

CS Media Gateway

(Distributed) Denial of Service
Domain Name Service

Fully Qualified Domain Name

File Transfer Protocol

Gateway GPRS Support Node

GSM Association

Home Subscriber Server
Interrogating Call Session Control Function
IP Multimedia Subsystem

Internet Protocol

Long-Term Evolution

Media Gateway Controller Function
Media Gateway

Mobility Management Entity
Multimedia Telephony service Application Server
Mobile Network Operator

Mobile Originating SMS

Mobile Switching Center

Mobile Terminating SMS

Proxy Call Session Control Function
Packet Gateway

Public Switched Telephone Network
Packet Data Network Gateway
Real-time Transport Protocol
Serving Call Session Control Function
Serving GPRS Support Node

Serving Gateway

Session Initiation Protocol

Short Message Service

SMS Center
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SS7 - Signalling System No. 7

SSH - Secure Shell Protocol
USB - Universal Serial Bus
VolP - Voice over Internet Protocol

VOLTE - Voice over LTE
VOoNR - Voice over New Radio
VoWiFi - Voice over WiFi
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